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Abstract. As zero-knowledge proofs are increasingly deployed in real-
world systems, they face new security threats beyond traditional theoret-
ical guarantees. One important threat is resetting attacks, where an ad-
versary exploits side-channel vulnerabilities or fault injection to manipu-
late a prover’s randomness generation. While resettable zero-knowledge
has been extensively studied for interactive protocols, it remains unclear
whether modern non-interactive arguments (e.g., zkSNARKs) are secure
against resetting attacks.
We present the first systematic study of resettable security for non-
interactive zero-knowledge (NIZK) arguments. We make three contri-
butions:
• New Definition: We formalize strong resettable zero-knowledge (srZK),
which captures adversaries that can selectively reset portions of the
prover’s randomness while leaving other parts unchanged. This mod-
els practical attacks such as fault injection on secure hardware or partial
state corruption in virtualized environments, which are not captured by
the standard rZK definition.
• Concrete Attacks: We demonstrate that widely-used NIZK con-
structions are vulnerable to resetting attacks. We show witness-recovery
attacks against Fiat-Shamir-compiled versions of (i) Σ-protocols (e.g.,
Schnorr), (ii) PIOP-based SNARKs (e.g., PlonK), and (iii) salted Fiat-
Shamir compilation of rewindable protocols.
• Generic Defense: We present a simple compiler that transforms any
NIZK into one satisfying srZK by modifying only the randomness gen-
eration. The prover now derives all necessary randomness by applying
a pseudorandom function (PRF) to the public parameters, the state-
ment, and the witness, using a short secret seed as the PRF key, i.e.,
r̃ = Fr(pp, x, w). This approach prevents resetting attacks without in-
creasing proof size and with only negligible proving overhead.
Our results demonstrate that resetting attacks must be considered in
NIZK systems, and provide a practical defense with negligible overhead.
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1 Introduction

Non-Interactive Zero-Knowledge (NIZK) proofs are a fundamental component in
both the theory and practice of cryptography. A NIZK scheme enables a prover
to convince a verifier of a statement’s validity through a single message, without
revealing any information beyond the truth of the statement itself. NIZKs have
numerous applications, including the construction of advanced cryptographic
protocols [9, 28] and core blockchain technologies [52].

As NIZKs see increasing deployment in real-world systems, they face novel
attacks that are not covered by standard security definitions, such as knowledge
soundness and zero-knowledge. A particularly concerning threat model emerges
when adversaries can manipulate or reset the prover’s randomness—a capability
that is becoming increasingly realistic. Consider the following scenarios:

• Trusted Execution Environments (TEEs) offering proving-as-a-service, where
a malicious server might compromise the TEE’s input-output operations,
including randomness generation.

• Virtual machines in cloud environments, where VM snapshots enable adver-
saries to reset the prover to a previous state with the same randomness [50].

• Smartcards and hardware tokens, where physical access or side-channel at-
tacks like electromagnetic fault injection can manipulate internal random-
ness [47,55].

The concept of resettable zero-knowledge (rZK) [14] was introduced for in-
teractive protocols to address this threat, ensuring the zero-knowledge property
holds even if a malicious verifier can reset the prover and force the reuse of
randomness. While significant progress has been made in constructing reset-
table interactive zero-knowledge systems (see Section 1.3), the security of NIZK
proofs5 in this setting remains unexplored: even related basic questions have re-
mained open so far, for example whether classical NIZK constructions, such as
those derived from the Fiat-Shamir transform, are secure even under resetting
attacks; modern (and deployed) succinct proof systems like Plonk [32], Spar-
tan [53], and Bulletproofs [12] have not been studied at all under the lens of
resettable security.
A first critical set of questions that we seek to answer in this work thus is:

Q: Are existing NIZK constructions secure against resetting attacks? If
not, what general techniques can make them secure with minimal

overhead?

A Broader Class of Resetting Attacks. Additionally, we look at new and practically-
motivated strengthening of the resetting attacks. The standard model for such
attacks assumes an adversary can reset the prover’s entire randomness tape. In
contrast, realistic attack scenarios often grant the adversary more fine-grained
control:
5 For simplicity we occasionally talk about “proofs” but we focus exclusively on

computationally-sound NIZKs [44], i.e., arguments.
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• Partial Randomness Manipulation: Fault injection attacks like voltage
glitching or laser injection can flip specific bits while leaving others intact,
allowing an adversary to reset portions of the randomness [10, 11]. Side-
channel attacks, such as template attacks, can also reveal or modify parts of
a device’s secret state, including the output of random number generators [4,
15].

• Incomplete State Capture: In virtualized environments, snapshots may
only preserve partial states of random number generators (RNGs) [50]. This
can occur due to system constraints or because the adversary lacks the capa-
bility to capture all random number sources, leading to a hybrid state where
some randomness is fixed while other parts remain fresh.

Therefore, a second question this work seeks to answer is:

Q: How to protect NIZKs against resetting adversaries that can
manipulate even only part of the randomness?

1.1 Our Results

This paper presents the first comprehensive study of resettable security for non-
interactive zero-knowledge proofs (NIZKs). Our contributions are threefold: we
(1) introduce a stronger security notion, (2) demonstrate concrete attacks on
widely-used NIZK constructions, and (3) provide a generic, efficient compiler to
achieve security against these attacks.

New Definition We introduce strong resettable zero-knowledge (srZK), a secu-
rity notion that generalizes classical resettable zero-knowledge (rZK) [14]. While
classical rZK allows an adversary to reset the prover’s entire randomness tape,
our model grants the adversary fine-grained control to selectively reset arbitrary
portions of it.

Definition 1.1 (srNIZK Informal). A NIZK argument system Π is strong
resettable zero-knowledge (srZK) if there exists a simulator S such that for every
efficient strong resetting adversary A, the following experiments are computa-
tionally indistinguishable.

Real Experiment: The adversary A interacts with the real prover as follows.
Let ℓ denote the prover’s randomness tape length and let r ∈ {0, 1}ℓ be a bitstring
from which all internal coins (e.g., field elements) are deterministically derived.
The adversary runs a polynomial number of sessions and adaptively chooses
inputs based on the transcripts so far. In each session, A selects an instance x ∈ L
and a valid witness w for x (not given to A). The adversary also specifies a prior
session and a subset of bit indices I ⊆ [ℓ]. Let r be the (hidden) randomness used
in that prior session. For the first session, r is uniformly random. All internal
coins used by the prover are deterministically derived from r. The prover forms
a new randomness tape r′ by combining the bits rI from the prior tape with fresh
randomness r′[ℓ]\I for the positions not in I, then generates a proof for x using
the composite randomness r′ = rI∥r′[ℓ]\I .
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Ideal Experiment: The adversary A interacts with the simulator S (which
does not have access to any witness) using the same session protocol.

Attacks on Practical NIZKs in the ROM While our definitions are general,
our attack results focus on NIZKs in the random oracle model (ROM). We
identify vulnerabilities in both the standard and strong resettable settings.

Theorem 1.2 (Standard Resetting Attack, Informal). Let ΠFS be a Fiat-
Shamir-compiled NIZK in the ROM. ΠFS is vulnerable to standard resetting at-
tacks in the following cases.

Maurer’s Proof of Homomorphism Preimage: For any rZK simulator
S for this protocol, there exists an efficient meta-reduction that uses S as a
black box to break the one-wayness of the underlying homomorphism, violating
zero-knowledge.

PIOP-Based NIZKs: For a NIZK constructed from a Polynomial Interac-
tive Oracle Proof (PIOP) system (e.g., Plonk), if a resetting adversary A has ac-
cess to a known set of valid instance-witness pairs as auxiliary input, then there
exists a witness-recovering attack with auxiliary input (Definition 3.5) under
standard linear-response structure and deterministic commitments under fixed
randomness.

Theorem 1.3 (Strong Resetting Attack, Informal). Let Π be a NIZK in
the ROM. Π is vulnerable to strong resetting attacks in the following cases.

Rewindable Arguments with Salted Fiat-Shamir: Let Π be an interac-
tive argument satisfying black-box rewinding knowledge soundness, and let ΠsFS

be its non-interactive version obtained via salted Fiat-Shamir (Definition 2.5).
Then ΠsFS admits a witness-recovering attack (Definition 3.4) under the same
minimal structural assumptions.

PIOP-Based NIZKs: For a NIZK constructed from a PIOP system (e.g.,
Plonk), there exists a witness-recovering attack (Definition 3.4).

Generic Compiler for NIZKs We propose a simple and efficient compiler that
defends against both standard and strong resetting attacks for any NIZK system.
Our approach modifies only the prover’s randomness generation, introducing no
proof size overhead and only negligible proving time overhead.

Theorem 1.4 (Generic Compiler for srNIZK, Informal). Let Π = (G,P,V)
be a NIZK argument for an NP relation R. We construct a compiled argument
system Π̃ = (G̃, P̃, Ṽ) from Π as follows. The setup algorithm G̃ and verifier
Ṽ are identical to G and V, respectively. The new prover P̃, on input (pp, x,w),
samples a seed r ← {0, 1}λ and derives its random tape as r̃ = Fr(pp, x,w), where
F is a pseudorandom function. It then outputs the proof π ← P(pp, x,w; r̃).

The resulting system Π̃ satisfies the following:

1. If F is a standard PRF, then Π̃ is resettable non-interactive zero-knowledge
(rNIZK) in the standard model.
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2. If F is instantiated as a random oracle, then Π̃ is strong resettable non-
interactive zero-knowledge (srNIZK) in the random oracle model.

3. If F is a strong resettable-key pseudorandom function (sRK-PRF), then Π̃ is
strong resettable non-interactive zero-knowledge (srNIZK) in the standard
model.

The strong resettable-key PRF (sRK-PRF) is a new cryptographic primitive,
which remains pseudorandom even against adversaries that can partially reset
the PRF key. We demonstrate that this primitive can be efficiently instantiated
in the random oracle model. We believe sRK-PRF may be of independent interest
for constructing other resettable cryptographic protocols.

1.2 Technical Overview

This section provides a high-level overview of our approach to resettable and
strong resettable zero-knowledge for NARGs. To ground our discussion in a con-
crete setting, we will use the Okamoto Σ-protocol [46] as a running example.
The non-interactive version of this protocol, obtained via the Fiat-Shamir trans-
formation, operates as follows:

1. Public Parameters: A group G of prime order p with generators g, h. The
relation is ROka = {(x, (w0,w1)) | x = gw0 · hw1}.

2. Prover P: Samples r0, r1 ← Fp, computes the commitment a = gr0 · hr1 ,
the challenge c = H(x, a), and the responses z0 = r0 + c ·w0, z1 = r1 + c ·w1.
The proof is π = (a, z0, z1).

3. Verifier V: Given x and π = (a, z0, z1), recomputes c = H(x, a) and checks
gz0 · hz1 ?

= a · xc.

The Distinction Between Resetting and Rewinding: A central conceptual
point is that resetting—even in its strong form—does not automatically grant
rewinding capabilities, which are typically reserved for extractors in security
proofs. If resetting were equivalent to rewinding, witnesses could be extracted
from any proof system, making simulation impossible for non-trivial languages.

To illustrate this distinction, consider the standard rewinding extractor for
the Okamoto protocol. This extractor obtains two accepting transcripts (a, c, z0, z1)
and (a, c′, z′0, z

′
1) for the same x and a, where c ̸= c′. It can then compute the

witness as:

w0 = (z0 − z′0) · (c− c′)−1, w1 = (z1 − z′1) · (c− c′)−1

Crucially, the extractor can rewind the protocol execution to a point after the
first message a is fixed and assign a new independent challenge c′. This direct
control over the challenge enables witness extraction.

In contrast, a (strong) resetting adversary cannot directly manipulate the
challenge. For example, in the Okamoto protocol, if the adversary resets the
prover while keeping all other parameters fixed, the challenge remains identical
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(c = c′), and witness extraction fails. The adversary can only change the chal-
lenge by resetting the prover to generate a new instance x or a new first message
a; it cannot change the challenge independently while keeping other components
fixed. This limitation makes the design of (strong) resetting attacks against non-
interactive arguments non-trivial. Our key contribution is identifying the precise
conditions that enable these attacks.
Why Resetting Attacks Matter for NIZKs: In the interactive setting, con-
current zero-knowledge [29] is challenging because an adversary can manage mul-
tiple simultaneous protocol executions and interfere with the simulator’s ability
to produce a convincing transcript.

In contrast, NIZKs are naturally secure against concurrent attacks since each
proof is a single, independent message, eliminating adversarial timing or manip-
ulation. However, the situation becomes more complex in the resetting model,
where an adversary can force the prover to generate proofs using fixed or par-
tially fixed randomness.

To demonstrate the importance of studying NIZKs in the resettable setting,
we analyze the Okamoto protocol under both resetting and strong resetting
adversaries. This analysis highlights the vulnerabilities and clarifies the notions
introduced in subsequent sections.

Breaking Zero-Knowledge: The standard simulator for Okamoto works as
follows: it randomly selects c, z0, z1 ← Fp, computes a = gz0 ·hz1 · x−c, programs
the random oracle so that H(x, a) := c, and returns the simulated proof πsim =
(a, z0, z1).

However, in the resettable setting, this simulator is insufficient. An adversary
may reset the prover multiple times using the same randomness r = (r0, r1)—and
thus the same initial message a—while requesting proofs for new statements xi.
Consequently, the rNIZK simulator must produce multiple non-interactive proofs
with the same first message a, a capability not supported by the standalone
NIZK simulator.

Witness Recovery: As shown, resetting attacks on non-interactive protocols
can disrupt a simulator’s performance and break the zero-knowledge property.
However, this is not the only concern; in many cases, such attacks can enable an
adversary to recover the witness directly.

Reconsider the Okamoto protocol. In a three-round interaction, a resetting
adversary can easily recover the witness by fixing all the prover’s inputs—including
(pp, x,w; r)—and selecting fresh challenges ci. This attack does not apply di-
rectly to non-interactive protocols, since fixing all prover inputs yields the same
challenge and thus the same proof, leaking no new information. Nevertheless, a
resetting adversary can overcome this limitation.

Suppose a resetting adversary has access to an auxiliary statement-witness
pair (x′,w′ = (w′

0,w
′
1)). The adversary can efficiently generate such a pair itself

by sampling w′ and computing x′ = gw
′
0 ·hw′

1 , requiring no additional assumptions
(e.g., no need to assume that these auxiliary pairs are leaked from other attacks).
The adversary first requests a proof π′ = (z′0, z

′
1, a) from the prover using these

auxiliary inputs. Knowing w′, the adversary recovers the randomness r = (r0, r1)
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used in the proof as:

r0 = (z′0 − c · w′
0), r1 = (z′1 − c · w′

1)

The adversary then resets the prover, forcing it to reuse the same randomness
r, and obtains a new proof π = (z0, z1, a) for a different statement x and the
secret witness w. Using the known randomness r, the adversary recovers the
secret witness w = (w0,w1) as:

w0 = (z0 − r0) · c−1, w1 = (z1 − r1) · c−1

This illustrates the concept of a witness-recovering attack with auxiliary in-
put, similar to the attack we apply to PIOP-based NIZKs in Section 4.1.

Now consider a scenario where the adversary cannot participate in the experi-
ment corresponding to a witness-recovering attack with auxiliary input. Instead,
the adversary can fix part of the prover’s randomness while the remainder is
freshly generated, as in our strong resetting model. The adversary proceeds as
follows:

The adversary requests a proof, and the prover, using inputs (pp, x,w; r0, r1),
generates the proof π = (a, z0, z1). Then, the adversary selectively resets the
prover, forcing it to reuse r0 while fresh randomness r′1 is generated for the
second part. Consequently, the prover produces a new proof π′ = (a′, z′0, z

′
1).

This strategy enables the adversary to recover the first part of the witness w0

as follows:
w0 = (z0 − z′0) · (c− c′)−1

Similarly, by resetting the prover on the second part r1, the adversary recovers
w1. This is a witness-recovering attack in the strong resettable setting, similar
to the attack on PIOP-based NARGs in Section 4.2.

Finally, suppose the Okamoto protocol is made non-interactive via the salted
Fiat-Shamir transform, where the challenge is computed as c = H(x, a; τ) and
the salt τ is part of the prover’s randomness. A strong resetting adversary can
fix the primary randomness r = (r0, r1) while allowing the salt τ to be freshly
generated, producing different challenges even when x and a remain fixed . In
this case, the adversary can precisely imitate the extractor’s behavior to recover
the witness, making rewinding and resetting equivalent for this construction. We
extend this attack to rewindable black-box interactive arguments compiled with
the salted Fiat–Shamir transform in Section 4.2.
Generic Compiler: To defend against the aforementioned attacks, we structure
the prover’s randomness to satisfy two key properties. First, randomness cannot
be altered “locally”; any change in the initial randomness must have a global
effect. This property effectively reduces the security requirement from srNIZK
to rNIZK. Second, the randomness must be bound to the specific instance and
witness being proven; a change in the instance or witness should result in a
completely different random tape. This further reduces the requirement from
rNIZK to standard zero-knowledge.
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A crucial requirement is that the base NIZK must be multi-theorem zero-
knowledge, meaning the public parameters pp can be safely reused for any poly-
nomial number of proofs. This aligns perfectly with the resettable setting, where
an adversary can initiate multiple proof sessions, all using the same pp.

We achieve both defense objectives through a simple yet powerful modifica-
tion to the prover’s randomness generation. The prover derives its full random
tape by applying a pseudorandom function to the public parameters, the in-
stance, and the witness, using a short secret seed as the PRF key. That is, it
computes r̃ = Fr(pp, x,w).

In the standard resettable setting, it is sufficient that F is a standard PRF.
For the strong resettable setting, however, we require a strong resettable-key
PRF (sRK-PRF), which ensures pseudorandomness is maintained even when an
adversary forces the prover to reuse previous key states—the core of a resetting
attack. Including the witness in the PRF input guarantees that different wit-
nesses for the same statement produce distinct random tapes, which reduces the
problem to witness indistinguishability in the standalone setting.

A complete security proof of our compiler is provided in Section 5.

1.3 Related Works

Strong Notions of Security Against Malicious Provers. To address vulnerabil-
ities in the soundness of NIZKs, particularly concerning knowledge-soundness
against a malicious prover, Sahai’s seminal work [51] introduced a stronger no-
tion known as simulation soundness. This was later extended to simulation-
extractability [23]. These notions essentially assert that no cheating prover can
compromise (knowledge) soundness, even after obtaining simulated proofs for
adaptively chosen statements from a zero-knowledge simulator. A significant
body of research focuses on generically enhancing NIZK systems to achieve simu-
lation soundness and simulation-extractability [1–3,16,22,23,30,33,36,40–43,48].

Resettable Zero-Knowledge in the Interactive Setting. The notions of concurrent
zero-knowledge [29] and resettable zero-knowledge [14] were proposed for inter-
active protocols. Concurrent Zero-Knowledge (cZK) guarantees that the zero-
knowledge property holds even when multiple protocol sessions are arbitrarily
interleaved. Resettable Zero-Knowledge (rZK), our primary focus, ensures that
zero-knowledge is preserved even when an adversary can reset the prover and
force it to reuse the same randomness across multiple executions.

Following the introduction of rZK in [14], there has been significant progress
in constructing proof systems with this type of security. For instance, [6] proposed
a transformation that converts an admissible proof system—zero-knowledge in a
hybrid model—into a resettable zero-knowledge system. Building on this, Deng,
Goyal, and Sahai [25] provided the first construction of simultaneously resettable
zero-knowledge (i.e., resettable-sound and resettable-zero-knowledge) arguments
for NP based on standard hardness assumptions.

A substantial body of literature explores resettable security in the relaxed
bare public key model, which assumes all verifiers deposit a public key in a public
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file before any interaction occurs [6, 14, 20, 24, 26, 27, 45, 60]. Other works have
proposed resettable statistical zero-knowledge [34,38], which guarantees security
against unbounded malicious resetting adversaries, even when the prover reuses
randomness.

However, all these efforts have focused on interactive protocols. The security
of non-interactive arguments in the resettable setting remains formally unex-
plored, a gap our work aims to fill.

Hedging Cryptography Against Randomness Failures: Since randomness failures
are widespread and unlikely to be completely eliminated, a fundamental ap-
proach is to design cryptographic primitives that hedge against such failures.
A simple and elegant method for hedged public-key encryption (PKE) is the
Randomized-Encrypt-With-Hash (REwH) technique introduced by Bellare et
al. [7]. This approach synthesizes fresh random bits by hashing all encryption
inputs, using the resulting hash output as randomness for the underlying PKE
scheme. While their goal of mitigating bad randomness aligns with ours, their
definitions do not capture the full adversarial control of the resettable setting.

In subsequent work aligned with our goal, Yilek [59] addressed the case of
reused (but not adversarially chosen) randomness, suggesting a construction
where the hash is replaced by a keyed pseudorandom function (PRF). Building
on this, Ristenpart and Yilek [50] proposed a backwards-compatible framework
for hedging deployed cryptography, protecting primitives like PKE, symmetric
encryption, digital signatures, and key exchange against a wide range of random-
ness failures. Similar techniques were later applied to authenticated key exchange
(AKE) protocols [58].

Motivated by the history of randomness failures, Paterson, Schuldt, and Sib-
born [49] discuss hedging in the context of PKE to protect against related ran-
domness attacks, where the randomness used after a reset is correlated with
previously used values.

Our compiler is conceptually similar to these hedging transformations, which
aim to guarantee security in the presence of imperfect randomness. A key dis-
tinction is that our compiler assumes access to a small, reliable source of true
randomness (the PRF seed) and demonstrates that this alone is sufficient to
achieve the strong, formal guarantee of resettable zero-knowledge, a notion pre-
viously unaddressed for non-interactive proofs.

2 Preliminaries

Let N = {1, 2, . . . } denote the set of positive integers. For η ∈ N, we write
[η] := {1, 2, . . . , η}. For 1 ≤ k ≤ η, we write [k, η] := {k, k + 1, . . . , η}.

For a list L, we write L[l] to denote the l-th element of L (indexing starts at
1), so elements of L are accessed with indices in {1, . . . , |L|}, where |L| denotes
its length. Each element of L is an ℓ-bit string.

For an ℓ-bit string r, we write r[i] to denote the i-th bit of r (indexing also
starts at 1), so bit positions are identified with indices in [ℓ] = {1, . . . , ℓ}.
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The security parameter is denoted by λ. A function f(λ) is negligible if for
any positive polynomial poly(λ), f(λ) ≤ 1/poly(λ) for all sufficiently large λ. We
write f(λ) ≤ negl(λ) to indicate that f is negligible.

By y ← A(x; ρ), we denote that a randomized algorithm A outputs y on
input x using random coins ρ sampled uniformly from its randomness space.

For a finite field F, F≤d[X] denotes the set of polynomials over F of degree
at most d.

Indexed Relations. An indexed relation Ri is a set of triples (i, x,w), where i is
the index, x is the instance, and w is the witness. We assume there exists an
efficient algorithm to check whether (i, x,w) ∈ Ri.

2.1 Interactive Arguments

Definition 2.1 (Interactive Argument). An interactive argument (IARG)
for a relation R is a tuple of PPT algorithms Π = (G,P,V) with the following
syntax:

• G(1λ)→ pp : outputs public parameters pp given security parameter 1λ.
• ⟨P(w),V⟩(pp, x) → {0, 1} : an interactive protocol whereby the prover P,

holding a witness w, interacts with the verifier V on common input (pp, x)
to convince V that (pp, x,w) ∈ R. At the end, V outputs a bit to accept or
reject the proof.

We define the following properties for interactive arguments:

• Completeness. For any adversary A:

Pr

[
(pp, x,w) ̸∈ R ∨
⟨P(w),V⟩(pp, x) = 1

∣∣∣∣∣ pp← G(1λ)
(x,w)← A(pp)

]
= 1.

• Knowledge Soundness. There exists a expected polynomial time extractor
E such that for any stateful PPT adversary P∗, the following probability is
negligible in λ:6

Pr

 b = 1 ∧
(pp, x,w) ̸∈ R

:

pp← G(1λ)
(x, stP∗)← P∗(pp)

b← ⟨P∗(stP∗),V⟩(pp, x)
w← EP

∗
(pp, x)


Here E gets black-box access to each of the next-message functions of P∗ in
the interactive protocol, and can rewind P∗ to any point in the interaction.

• Public Coin. In each round i, the verifier V samples its message uniformly
at random from some challenge space Chi.

6 We do not define soundness, but this implies soundness with the same advantage.
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2.2 Non-Interactive Arguments

Definition 2.2 (Non-Interactive Argument (NARG)). A NARG Π =
(G,P,V) for an NP relation R is a triple of PPT algorithms with the following
syntax:

• pp← G(1λ): The setup algorithm takes the security parameter λ and gener-
ates public parameters pp.

• π ← P(pp, x,w): The prover algorithm takes the public parameters pp a
statement x, and a witness w. It outputs a a proof π asserting (x,w) ∈ R.

• b ← V(pp, x, π): The verifier algorithm is deterministic. It takes the public
parameters pp, a statement x, and a proof π, and outputs a bit b, where b = 1
signifies "accept" and b = 0 signifies "reject".

Remark 2.3 (On Generality). This definition provides a unified syntactic frame-
work for non-interactive arguments. The algorithms (G,P,V) can be instantiated
in various models:

• CRS/SRS: G generates a common (or structured) reference string, possibly
including a trapdoor.

• ROM: P and V have black-box access to a random oracle H : {0, 1}∗ →
{0, 1}λ. We apply our attacks from Section 4 in this model.

• Transparent: G outputs a public random string.

Additionally, there exists the notion of indexed (or preprocessing) NARGs, where
a deterministic indexer algorithm is introduced for efficiency. Any indexed NARG
can be transformed into a standard NARG by incorporating the indexer into
both the prover and verifier. Our attacks also apply to some indexed NARGs
(e.g., popular SNARKs).

While NARGs typically satisfy completeness and (knowledge) soundness, our
focus is on the zero-knowledge property. We now define a non-interactive zero-
knowledge argument (NIZK) as a NARG that also satisfies zero-knowledge.

Definition 2.4 (Non-Interactive Zero-Knowledge (NIZK)). Let Π =
(G,P,V) be a NARG for an NP relation R. We say Π is a NIZK if it satisfies
computational adaptive multi-theorem zero-knowledge. Specifically, there exists
a PPT simulator S = (S0,S1) such that for any PPT adversary B:

AdvNIZK
B,Π (λ) :=

∣∣∣Pr [RealΠB (1λ) = 1
]
− Pr

[
IdealΠS,B(1

λ) = 1
]∣∣∣ ≤ negl(λ)

where the experiments are defined in Figure 1, and B makes polynomially
many adaptive queries to its oracle.

It is well-known that a NIZK with adaptive single-theorem zero-knowledge
can be generically converted into a NIZK with adaptive multi-theorem zero-
knowledge using a pseudo-random generator (PRG) [31] or simulatable verifiable
random function (sVRF) [17]. It is easy to see that the same construction works
in the non-adaptive setting.
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RealΠB (1λ) :

1: pp← G(1λ)
2: b← BOreal(pp,·,·)(pp)
3: Output b

Oreal(pp, x,w)

1: If (x,w) ∈ R:
2: π ← P(pp, x,w)
3: Return π
4: Else, return ⊥

IdealΠS,B(1λ)

1: (pp, st)← S0(1λ)
2: b← BOsim(st,pp,·,·)(pp)
3: Output b

Osim(st, pp, x,w)

1: If (x,w) ∈ R:
2: (π, st′)← S1(pp, x, st)
3: st := st′

4: Return π
5: Else, return ⊥

Fig. 1: Experiments for NIZK.

2.3 Fiat-Shamir transformation

We now describe the Fiat-Shamir transformation, which turns a public-coin in-
teractive argument (Definition 2.1) into a non-interactive argument in the ROM
(Definition 2.4). Our description is the more efficient version of Fiat-Shamir
in [19], which is also the approach taken in popular implementations [21,56].

Definition 2.5 ((Salted) Fiat-Shamir Transformation). Let IARG = (G,P,V)
be a r-round interactive argument. We say that NARG := FS∗salt[IARG, λ] is the
non-interactive argument in the ROM obtained from IARG via the (salted) Fiat-
Shamir transformation if NARG is defined as follows:

• pp← NARG.G(1λ): Return pp← IARG.G(1λ).
• π ← NARG.PH(pp, x,w):

1. For i = [r]:
(a) Compute the i-th message ai
(b) Sample a random salt τi ∈ {0, 1}λ.
(c) Derive the i-th random challenge ci as:

ci :=

{
H(1, x, a1; τ1) if i = 1,

H(i, ci−1, ai; τi) if i > 1.

2. Output the proof π :=
(
(ai)i∈[r], (τi)i∈[r]

)
.

• b← NARG.VH(pp, x, π):
1. Parse the proof π =

(
(ai)i∈[r], (τi)i∈[r]

)
.

2. For each round i = [r], derive the challenge ci exactly as in Step 1(c) of
the prover.

3. Return b← IARG.V
(
pp, x, (ai)i∈[r], (ci)i∈[r]

)
.

Clearly, if the parts highlighted in orange are not executed, the transformation
corresponds to the standard (non-salted) Fiat-Shamir.
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2.4 Polynomial Interactive Oracle Proofs

We define Polynomial Interactive Oracle Proofs (PIOP) with preprocessing, fol-
lowing the formulation in [39], which builds upon earlier works [18] and [13].

Definition 2.6 (PIOP). A Polynomial Interactive Oracle Proof (PIOP) for
an indexed relation Ri is a tuple of algorithms PIOP = (I,P,V). The protocol
execution proceeds as follows:

• Offline Phase: Given an index i for Ri, the indexer I outputs s(0) prepro-
cessed polynomials p0,1, . . . , p0,s(0) ∈ F≤d[X].

• Online phase Given an instance x and witness w such that (i, x,w) ∈ Ri,
the prover P receives (i, x,w), and the verifier V receives x and has ora-
cle access to the polynomials output by I(i). The parties engage in an ρ-
round interaction. In round r, the prover P sends s(r) oracle polynomials
pr,1, . . . , pr,s(r) ∈ F≤d[X] to the verifier V, who then replies with a challenge
cr ∈ Ch. The protocol is public-coin, meaning all challenges cr are public
and uniformly sampled from the challenge space Ch.
Query phase, let p = (pr,t)r∈[ρ],t∈[s(r)] denote all polynomials sent by the
prover. The verifier executes a query subroutine Qv on input (x; c1, . . . , cρ)
and outputs a vector of evaluation points z = (zr,t)r∈[ρ],t∈[s(r)]

7, and obtains
the corresponding evaluation vector yr,t = pr,t(zr,t).

• Decision phase the verifier executes a decision subroutine DV that receives
(x,p(z); c1, . . . , cρ) as input and outputs a decision bit b indicating acceptance
or rejection.

Remark 2.7 (PIOP with Multilinear Polynomials). Definition 2.6 assumes that
the polynomials sent are univariate. There is a growing body of works on SNARKs
built from PIOPs with multilinear polynomials [5,35,53,54,57]. To accommodate
this, we simply need to replace “univariate” with “multilinear” or “multivariate”
in our definition above, with the degree restrictions extended properly.

We require PIOP to satisfy following properties:

Definition 2.8 (Completeness). A PIOP is complete if for any (i, x,w) ∈ Ri,

Pr
[
b← ⟨P(i, x,w),VI(i)(x)⟩ : b = 1

]
= 1.

Definition 2.9 (Knowledge Soundness). A PIOP for Ri is knowledge sound
if there exists a PPT extractor E such that for all admissible provers P∗8, every

7 In each round r ∈ [ρ] and for each polynomial t ∈ [s(r)], it is possible that
the verifier queries s(r, t) evaluation points. In such cases, the notation should be
z = (zr,t,u)u∈[s(r,t)]. However, for simplicity, we consider s(r, t) = 1 and omit this
parameter.

8 An admissible prover is a possibly malicious prover that sends polynomials with a
maximum degree of d (see [39]).
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index i, and every statement x, the following holds:

Pr

b← ⟨P
∗(i, x),VI(i)(x)⟩;

w∗ ← EP∗
(i, x) |

b = 1 ∧ (i, x,w∗) /∈ Ri

 ≤ negl(λ).

We also provide definitions of honest-verifier zero-knowledge (HVZK) in Sec-
tion A.1. Additionally, Section A.2 includes definitions of a polynomial com-
mitment scheme (PCOM). Section A.3 describes how a PIOP can be compiled
with a PCOM to yield a (public-coin) interactive argument, which can then be
transformed into a PIOP-based NARG via the Fiat-Shamir transformation.

3 Non-Interactive Arguments in the Resettable Setting

In interactive protocols, a malicious verifier may execute multiple interleaved ses-
sions with a prover, sending adaptively chosen messages to gain an advantage.
This motivates the study of concurrent zero-knowledge. For non-interactive ar-
guments, however, where each proof consists of a single message, the concept
of concurrency is less meaningful. An adversary can already request proofs for
arbitrary statements adaptively and in any order—a capability captured by the
standard adaptive security game for NIZKs. Thus, concurrency does not intro-
duce substantially new adversarial capabilities in the non-interactive setting.

In contrast, the ability to reset the prover—forcing it to reuse randomness
across multiple proof generations—represents a meaningful and practically sig-
nificant threat. In this section, we introduce a general resetting model where
the adversary can partially reset the prover’s randomness, controlling exactly
which specific bits are reused across sessions. This constitutes a strong reset-
table setting that subsumes the classical notion. Within this general model, we
first define resettable NIZKs and then introduce witness-recovering attacks.

3.1 Strong Resettable NIZK

As discussed, a strong resetting adversary can selectively reset arbitrary portions
of the prover’s randomness. Crucially, while the adversary chooses which bit
positions to fix, it does not learn the actual values of those bits. Therefore, the
adversary cannot compute the resulting composite randomness itself.

To formally model this capability, we define a stateful algorithm RandGen
that manages the randomness generation process according to the adversary’s
reset instructions. The algorithm works by maintaining a list of previously gener-
ated randomness strings. On each query, it constructs a new randomness string
where specified bit positions are fixed to values from a previous string, while
the remaining bits are freshly sampled. The algorithm initializes itself automat-
ically on the first call—when the list is empty—and thereafter retrieves existing
randomness values by index.
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Definition 3.1 (Randomness Generator for Strong Resetting Attacks).
Let ℓ = ℓ(λ) be the length of the prover’s randomness strings. The algorithm
RandGen is stateful and operates as follows:

• State: A list L (initially empty). Each element of L is an ℓ-bit string.
• Input: A pair (l, I) where l ∈ N and I ⊆ [ℓ] 9 is a subset of bit indices.
• Output:

• If L is empty (first call), sample r1 ← {0, 1}ℓ, set L := [r1], and return
r1.

• Else, if l > |L|, return ⊥.
• Otherwise:

• Retrieve r := L[l]10

• Sample fresh randomness r′fresh ← {0, 1}ℓ−|I|.
• Construct a new ℓ-bit string r′ as follows:

• For each position i ∈ [ℓ]:
• If i ∈ I, set r′[i] := r[i].
• Else, set r′[i] from r′fresh (in increasing order of i).

• Append r′ to L.
• Return r′.

We are now ready to define the zero-knowledge property in the resettable
setting. As in the standalone setting (Definition 2.4), the core requirement is
the indistinguishability between real proofs generated by an honest prover and
simulated proofs generated by a simulator. The key difference lies in the proof
generation mechanism under resetting attacks.

In the real world, the adversary’s queries are handled by an oracle that ex-
ecutes the honest prover algorithm P using the randomness generation process
defined by RandGen. In the ideal world, a simulator must produce convincing
proofs for the same query pattern without access to the witness.

The Consistency Challenge. In the resetting model, simulators face a criti-
cal challenge: maintaining consistency across repeated queries. In a real exe-
cution, when an adversary queries the same statement-witness pair (x,w) and
the RandGen algorithm produces identical randomness r′, the honest prover de-
terministically generates the same proof π (assuming public parameters are un-
changed). A naive simulator that generates a fresh proof for each query would
fail to replicate this behavior, becoming easily distinguishable.

To resolve this, we rely on the oracle simulator OS . To emulate the prover’s
deterministic nature, OS first runs its own subroutine RandGensim, which is ini-
tialized with independent randomness but otherwise behaves identically to the
real RandGen algorithm (it maintains its own list and samples fresh bits for
positions not in I). It then consults an internal dictionary D that maps a pair
(pp, x,wr′sim) to its corresponding simulated proof π. If an entry exists for a given

9 Recall that for a positive integer ℓ, [ℓ] := {1, 2, . . . , ℓ} is a subset of bit indices.
10 Recall that for a list L, L[l] denotes the l-th element of L, which is an ℓ-bit string.
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key, the oracle returns the stored simulated proof, thereby perfectly replicating
the real prover’s consistency.

A crucial observation is that this consistency check must be performed by the
oracle, not by the simulator itself. The simulator S1 does not have access to w
or r′sim; it only receives (pp, x) as input. Therefore, it cannot determine whether
a query is a repeat or not. The oracle must maintain the dictionary externally
and decide when to invoke S1 versus return a cached proof. This makes the
dictionary an explicit part of the definition.

What consistency imposes and why it is good. In the standard NIZK definition
(Definition 2.4), the oracles check that (x,w) ∈ R before producing a proof.
This validity check is necessary for the definition to work—otherwise a trivial
attack exists. This formulation is equivalent to running the prover or simulator
directly while restricting the adversary to query only valid instance-witness pairs.
This restriction is without loss of generality, because invalid queries reveal no
information about any valid witness.

Similarly, in the resettable setting, we add a consistency mechanism to avoid
a trivial distinguishing attack. This mechanism is equivalent to providing a nor-
mal simulator oracle as in the NIZK definition, while restricting the adversary to
non-duplicate queries.11 This assumption of non-duplicate queries is standard in
resettable cryptography. For instance, in resettable public-key encryption [59],
it is assumed that the adversary never makes duplicate queries to the encryp-
tion oracle because “all such queries will return the same response.” The same
reasoning applies to our setting. An adversary making duplicate queries receives
the same proof repeatedly; such an adversary can be transformed into one that
makes only non-duplicate queries and simply copies the received proof locally.
Therefore, this restriction to non-duplicate queries does not impose a loss of
generality.

Defining strong resettable witness indistinguishability for NIZKs would also
require a non-duplicated query condition, as this condition appears in the defi-
nition of resettable witness indistinguishability in the interactive setting [6, 14].
However, we do not need this notion for our results. Without this condition, an
adversary could trivially distinguish by issuing duplicate queries (i.e., the same
(pp, x,w, r′)) and observing whether the returned proofs are identical. Since the
real prover would return the same proof for duplicate queries, the repetition
pattern would leak information about witness equality, breaking witness indis-
tinguishability. Therefore, the non-repeating query condition is essential for a
meaningful definition of strong resettable witness indistinguishability.

Another point is that our definition has the necessary generality: if a duplicate
query occurs, the consistency mechanism handles it; if no duplicate occurs, there
is no problem. However, removing the consistency mechanism would only work
when duplicates never occur. For example, suppose the prover uses a unique

11 A duplicate query is a query with the same (pp, x,w, r′), not the same (pp, x,w, l, I),
because identical query pairs (l, I) to RandGen may result in different randomness
r′ since ℓ− |I| bits are freshly sampled.

16



identifier to select randomness for each proof. Then duplicate queries never occur,
and no consistency mechanism would be needed. But we do not consider this
unique-identifier assumption to be meaningful, because it implicitly assumes a
reset-resistant source. To achieve a resettable structure, we assume that part of
the protocol is itself resettable. This only reduces the scale of the problem; it
does not solve the fundamental issue.

Thus, we adopt the dictionary-based approach to address the consistency
challenge, as described in the ideal-world oracle in Figure 2.

Definition 3.2 ((Strong) Resettable Non-Interactive Zero-Knowledge).
Let Π = (G,P,V) be a non-interactive argument system for an NP relation R.
Π is (strong) resettable non-interactive zero-knowledge (srNIZK) if there ex-
ists a PPT simulator S = (S0,S1) such that for every PPT (strong) resetting
adversary A, it holds that:

AdvsrNIZK
A,Π (λ) :=

∣∣∣Pr [srRealΠA(1λ) = 1
]
− Pr

[
srIdealΠS,A(1

λ) = 1
]∣∣∣ ≤ negl(λ)

where the experiments srRealΠA and srIdealΠS,A are defined in Figure 2.

Remark 3.3. The notion of a strong resetting adversary generalizes the standard
resettable setting. When the adversary is restricted to queries where either I = [ℓ]
(all bits are fixed, representing a full reset) or I = ∅ (all bits are fresh), this
is equivalent to a standard resetting adversary. Our definition therefore
captures and extends the standard resettable security notion.

3.2 Witness-Recovering Attack

We now define a powerful class of attacks in which adversaries not only compro-
mise zero-knowledge properties but also extract sensitive witness information.

Attack Model. We consider NP relations R that are efficiently samplable, i.e.,
there exists a PPT algorithm Sample that outputs (x,w) ∈ R. This ensures the
challenger can generate the target pair (x∗,w∗) for the attack. The challenger
samples (x∗,w∗) ← Sample(1λ) and provides x∗ to the adversary, while keeping
w∗ secret. The adversary is granted access to an oracle IP that returns proofs for
the target statement x∗ using the internal witness w∗ (the oracle is implemented
by the challenger, who knows w∗). The adversary may query this oracle multiple
times, each time specifying a resetting pattern (l, I). The goal of the adversary
is to output any witness w such that (x∗,w) ∈ R.

Another attack model could be considered where the adversary chooses x∗

on its own and then interacts with the oracles. However, for such a model to be
meaningful, the challenger would need to provide a witness for any statement the
adversary chooses, which would require either a trapdoor or restricting the rela-
tion to be efficiently samplable on demand. Moreover, even when such sampling is
possible, this model is unrealistically strong and not necessary for our purposes.
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srRealΠA(1λ) :

1: pp← G(1λ)

2: Initialize RandGen with r1 ←
{0, 1}ℓ

3: b← AOP(pp,·,·,·,·)(pp)

4: Output b

OP(pp, x,w, l, I):

1. If (x,w) /∈ R, return ⊥

2. r′ ← RandGen(l, I)

3. π ← P(pp, x,w; r′)

4. Return π

srIdealΠS,A(1
λ) :

1: (pp, st)← S0(1λ)
2: Initialize RandGensim with rsim1 ←
{0, 1}ℓ and empty dictionary D :=
{}
3: stt := (D, st)
4: b← AOS(stt,pp,·,·,·,·)(pp)
5: Output b

OS(stt, pp, x,w, l, I):

1. If (x,w) /∈ R, return ⊥
2. r′sim ← RandGensim(l, I)
3. Parse stt as (D, st)
4. If ∃D[(pp, x,w, r′sim)] = π:
5. Return π
6. Else:
7. (π, st′)← S1(pp, x, st)
8. D[(pp, x,w, r′sim)] := π
9. stt := (D, st′)

10. Return π

Fig. 2: Experiments for srNIZK. Note that when A is a standard resetting adver-
sary (only queries with I = ∅ or I = [ℓ]), this definition corresponds to rNIZK.

For example, consider a one-way function relation R = {(x,w) | f(w) = x}:
an adversary could simply pick an arbitrary w, compute x = f(w), and then
trivially “recover” w as the witness. Therefore, we present the fixed-target model
where x∗ is sampled by the challenger.

Auxiliary Input. In many realistic scenarios, the adversary may have access to ad-
ditional statement-witness pairs aux = {(x1,w1), . . . , (xk,wk)} that are valid for
the same relation R. These can arise in two ways. First, they may be leaked from
previous protocol executions or obtained through side-channel attacks, which
requires additional assumptions about the adversary’s capabilities. Second, and
more importantly for our purposes, the adversary can generate such pairs itself
without any additional assumptions, by simply sampling an arbitrary w and
computing x (see Section 4.1 for concrete examples of this approach).

To model this, we define a stronger variant of the attack where the adversary
has access to another oracle OP that, given input (x,w, l, I), returns a proof
with respect to the specified resetting parameters. The adversary can use aux
to query this oracle. A crucial point is that the oracles OP and IP share a
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common RandGen state, so information obtained from OP can help the adversary
in the games corresponding to IP . This is fundamentally different from the case
where the adversary simply produces a proof on its own using aux. Finally, the
adversary, like in the WRA case, outputs a witness corresponding to the target
statement.

In order for the attack to be meaningful, the target statement must be dif-
ferent from all statements in aux. Since x∗ is freshly sampled by the challenger,
the probability that x∗ coincides with any xi ∈ aux is negligible for relations
with super-polynomially large statement spaces. Therefore, we do not need to
explicitly state x∗ /∈ aux in the definition; this condition holds with overwhelming
probability.

Definition 3.4 (Witness-Recovering Attack). Let Π = (G,P,V) be a non-
interactive argument system for an NP relation R, and let Sample be an effi-
cient algorithm that outputs (x∗,w∗) ∈ R. We say that adversary A performs a
witness-recovering attack against Π if:

Pr
[
WRAΠA(1λ) = 1

]
≥ 1− negl(λ)

where the experiment WRAΠA is defined in Figure 3.

Definition 3.5 (Witness-Recovering Attack with Auxiliary Input). Let
Π = (G,P,V) be a non-interactive argument system for an NP relation R, and
let Sample be an efficient algorithm that outputs (x∗,w∗) ∈ R. Consider an adver-
sary A that has auxiliary statement-witness pairs aux = {(x1,w1), . . . , (xk,wk)}.
We say that A performs a witness-recovering attack with auxiliary input against
Π if:

Pr
[
WRAauxΠA(1λ) = 1

]
≥ 1− negl(λ)

where the experiment WRAauxΠA is defined in Figure 3.

Remark 3.6 (Standard vs. Strong Resetting). The above definitions capture witness-
recovering attacks in both the standard and strong resettable settings. In the
standard resettable setting, the adversary is restricted to queries where either
I = [ℓ] (a full reset) or I = ∅ (a fresh execution).

3.3 Relation Between srNIZK and Witness-Recovering Attacks

In this subsection, we show that the srNIZK property guarantees security against
both witness-recovering attacks. This is important for two reasons. First, it
demonstrates that these attacks are realistic, yet preventing them does not re-
quire extra assumptions or unusual properties beyond srNIZK. Second, it clarifies
our goal: to achieve security in the resettable setting, we must construct a com-
piler that achieves the srNIZK property.
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WRAΠA(1λ):

1. pp← G(1λ)
2. (x∗,w∗)← Sample(1λ)
3. w← AIP(pp,x∗,w∗,·,·)(pp, x∗)
4. If (x∗,w) ∈ R: Output 1, else

Output 0

IP(pp, x∗,w∗, l, I):

1. r′ ← RandGen(l, I)
2. π ← P(pp, x∗,w∗; r′)
3. Return π

WRAauxΠA(1λ):

1. pp← G(1λ)
2. (x∗,w∗)← Sample(1λ)
3. w← AIP ,OP(pp,·,·,·,·)(pp, x∗, aux)
4. If (x∗,w) ∈ R: Output 1, else

Output 0

OP(pp, x,w, l, I):

1. If (x,w) /∈ R, return ⊥
2. r′ ← RandGen(l, I)
3. π ← P(pp, x,w; r′)
4. Return π

Fig. 3: Witness-Recovering Attack experiments. The oracles IP and OP share
the same RandGen instance (a single initialized state with a list of previously
generated randomness strings). IP only answers queries for the target statement
x∗ using the target witness w∗ (hardcoded by the challenger); the adversary only
provides (l, I). OP handles arbitrary (x,w, l, I) pairs supplied by the adversary

Theorem 3.7 (srNIZK Implies Security Against WRAaux). Let Π =
(G,P,V) be an srNIZK argument system for an NP relation R. Then for every
PPT adversary A,

Pr
[
WRAauxΠA(1λ) = 1

]
≤ negl(λ).

where the experiment WRAauxΠA is defined in Figure 3.

Proof. Assume for contradiction that there exists a PPT adversary A that suc-
ceeds in WRAaux with non-negligible probability. We construct a distinguisher
D that breaks the srNIZK property.
Construction of D:

• D samples a random target pair (x∗,w∗)← Sample(1λ).
• D runs A, answering its oracle queries by forwarding them to its own srNIZK

oracle O (which is either the real prover OP or the simulator OS).
• Target queries (l, I) from A are forwarded as O(x∗,w∗, l, I).
• Auxiliary queries (x,w, l, I) from A are forwarded as O(x,w, l, I).
• When A outputs a candidate witness w, D outputs 1 if (x∗,w) ∈ R, otherwise
0.

Analysis:
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• In the real world (O = OP), D perfectly simulates the WRAaux experiment.
By assumption, A succeeds with non-negligible probability, so Pr

[
DOP = 1

]
is non-negligible.

• In the ideal world (O = OS), the simulator S1 never receives any witness.
For target queries, it receives only x∗; for auxiliary queries, it ignores the
provided w. Thus, A’s view is independent of w∗ except for the public x∗.
Consequently, A can only output a valid witness with negligible probability,
so Pr

[
DOS = 1

]
is negligible.

The non-negligible gap between these probabilities contradicts the srNIZK
property. Therefore, no such A exists.

Theorem 3.7 shows that srNIZK is sufficient to guarantee security against
witness-recovering attacks with auxiliary input in the strong resettable setting.
This attack is the strongest version we have introduced, where the adversary
gains both auxiliary input and the ability to perform strong resetting attacks.
We therefore conclude that srNIZK is sufficient for security against all introduced
witness-recovering attacks.

4 Resetting Attacks on Non-Interactive Arguments

In this section, we present our resetting attacks in both the standard and strong
models defined in Section 3. We specifically focus on Fiat-Shamir NIZKs in
the ROM, as they represent a significant class of practical non-interactive zero
knowledge systems. The standard resetting attacks are described in Section 4.1,
while the strong resetting attacks are detailed in Section 4.2.

4.1 Resetting Attacks

We begin by demonstrating a standard resetting attack on a classic Fiat-Shamir
proof system.

Maurer’s Proof of Homomorphism Preimage

Definition 4.1 (One-Way Group Homomorphism). We define a group-
and-homomorphism generator to be an efficient algorithm GroupHomGen, that
on input the security parameter 1λ, outputs the description of two groups (G, ⋆)
and (H,⊗), whose elements are efficiently representable and operations efficiently
computable, along with an efficiently computable group homomorphism ϕ : G→
H. Furthermore, we assume that G and H are efficiently sampleable.

We say that GroupHomGen is (average-case) one-way if for all PPT adversary
A, the following holds:

Pr

ϕ(w) = x

∣∣∣∣∣∣∣
(G,H, ϕ)← GroupHomGen(1λ)

x← H
w← A(x)

 ≤ negl(λ).
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Relation: Rhom-preim := {(x,w) | x = ϕ(w)}.
Parameters. Challenge set C ⊆ N and repetition parameter κ. The
random oracle H outputs values in Cκ.
Non-Interactive Protocol Πhom:

• G(1λ): Return pp := (G,H, ϕ)← GroupHomGen(1λ).
• P(pp, x,w):

1. For i ∈ [κ], sample ri ← G and compute ai := ϕ(ri).
2. Compute (c1, . . . , cκ) := H(x, a1, . . . , aκ) ∈ Cκ.
3. For i ∈ [κ], compute zi := ri ⋆ w

ci .
4. Output π = (ai, zi)i∈[κ].

• V(pp, x, π):
1. Parse π = (ai, zi)i∈[κ].
2. Compute (c1, . . . , cκ) := H(x, a1, . . . , aκ).
3. For each i ∈ [κ], check ϕ(zi) = ai ⊗ xci .
4. Accept if all checks pass; else reject.

Fig. 4: Maurer’s non-interactive proof of knowledge for a homomorphism preim-
age.

Theorem 4.2. The Maurer protocol Πhom (Figure 4) is not resettable zero-
knowledge (rNIZK) for the relation Rhom-preim, assuming GroupHomGen is a one-
way group homomorphism generator. Specifically, for any rNIZK simulator S for
Πhom, there exists an efficient meta-reduction M that uses S as a black box to
break the one-wayness of GroupHomGen.

Proof. Assume for contradiction that an rNIZK simulator S = (S0,S1) exists for
Πhom. We construct a meta-reduction M that uses S to break the one-wayness
of GroupHomGen.
M receives a one-wayness challenge (G,H, ϕ, x), where x ← H is the target

element. Its goal is to compute w ∈ G such that ϕ(w) = x. M proceeds as
follows:

1. Run (pp, st)← S0(1λ).
2. First query (target statement): Query S1 on x to obtain π ← S1(pp, x, st).

Parse π = (ai, zi)i∈[κ].
3. Reset: Reset S1 to its previous state st.
4. Second query (auxiliary statement): Sample w′ ← G, compute x′ :=

ϕ(w′), and query S1 on x′ to obtain π′ ← S1(pp, x′, st). Parse π′ = (a′i, z
′
i)i∈[κ].

5. Extraction: Find an index i where ci ̸= 0 and output:

w :=
(
zi ⋆ (z

′
i)

−1 ⋆ (w′)c
′
i

)c−1
i

.
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Why extraction works. Because S1 was reset to the same state st, its internal
randomness is identical across both executions. Hence, the first messages are the
same: a′i = ai for all i ∈ [κ].

From the verification conditions, we have:

ϕ(zi) = ai ⊗ xci , ϕ(z′i) = ai ⊗ (x′)c
′
i .

Dividing the first equation by the second (i.e., multiplying by the inverse in
H):

ϕ(zi)⊗ ϕ(z′i)
−1 = xci ⊗ (x′)−c

′
i .

By the homomorphism property, ϕ(zi)⊗ ϕ(z′i)
−1 = ϕ(zi ⋆ (z

′
i)

−1). Thus:

ϕ(zi ⋆ (z
′
i)

−1) = xci ⊗ (x′)−c
′
i .

Now multiply both sides on the right by (x′)c
′
i (which equals ϕ(w′)c

′
i =

ϕ((w′)c
′
i)):

ϕ(zi ⋆ (z
′
i)

−1)⊗ (x′)c
′
i = xci .

Since ϕ(zi⋆(z
′
i)

−1)⊗(x′)c′i = ϕ(zi⋆(z
′
i)

−1)⊗ϕ((w′)c
′
i) = ϕ(zi⋆(z

′
i)

−1⋆(w′)c
′
i),

we obtain:
ϕ
(
zi ⋆ (z

′
i)

−1 ⋆ (w′)c
′
i

)
= xci .

Now compute ϕ(w) using the extracted w:

ϕ(w) = ϕ

((
zi ⋆ (z

′
i)

−1 ⋆ (w′)c
′
i

)c−1
i

)
= ϕ

(
zi ⋆ (z

′
i)

−1 ⋆ (w′)c
′
i

)c−1
i

= (xci)c
−1
i = x.

Thus ϕ(w) = x, meaning w is a valid witness for the target instance x.
Therefore,M successfully breaks the one-wayness of GroupHomGen, contra-

dicting the assumption that S is a PPT simulator for Πhom.

Adaptation to a Witness-Recovering Attack. The above attack can be trans-
formed into a witness-recovering attack (Definition 3.5) against a real prover P
in the resettable setting. The adversary generates an auxiliary pair (x′,w′) on its
own, queries OP to obtain a proof π′ under a fixed randomness state, then resets
IP to the same randomness to obtain π for the target x∗, and finally extracts
w∗ using the same algebraic formula. The shared RandGen state between the
two oracles (as specified in Figure 3) is essential for the attack, as it allows the
adversary to force randomness reuse across queries.

PIOP-Based Non-Interactive Arguments We now describe witness-recovering
attacks against Fiat-Shamir NARGs (FS-NARGs) compiled from PIOPs. These
attacks exploit the algebraic structure of PIOPs through resetting capabilities
to recover witnesses.
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Attack Intuition. In the PIOP model (Definition 2.6), the prover outputs poly-
nomials p = (pr,t)r∈[ρ],t∈[s(r)], and the verifier executes query algorithm Qv on
input (x; c1, . . . , cρ) to obtain evaluation points z = (zr,t)r∈[ρ],t∈[s(r)] and corre-
sponding evaluations yr,t = pr,t(zr,t).

Assume there exists a subset of polynomials Φ ⊆ p that completely encodes
the witness. For simplicity, we consider the case where there is a single poly-
nomial Φ that is evaluated at a single point z per execution, with the prover
returning Φ(z).

When this PIOP is compiled into an FS-NARG, the query points z are de-
rived via a random oracle H. The attack strategy leverages resetting to force
the prover to generate multiple proofs for the same statement-witness pair with
different evaluation points. By collecting sufficiently many distinct evaluations of
the witness-encoding polynomials, the adversary can solve the resulting system
of equations to recover the complete witness.

Technical Challenge and Approach. The fundamental difficulty arises from a con-
tradiction: successful witness extraction requires the prover to produce identical
witness-encoding polynomials across sessions while receiving distinct evaluation
points. However, under normal operation, identical inputs yield identical ran-
dom oracle queries, resulting in identical evaluation points. To resolve this, we
develop two techniques:

1. Standard resetting attacks with auxiliary inputs: Leveraging known
instance-witness pairs to recover unknown witnesses.

2. Strong resetting attacks: Exploiting partial control over randomness to
enforce polynomial reuse while varying evaluation points.

These attacks are formally presented in Theorem 4.3 and Theorem 4.6, re-
spectively.

Theorem 4.3. Let ΠFS be a Fiat-Shamir non-interactive argument system com-
piled from a PIOP. Let p be the set of all polynomials sent by the prover in the
underlying PIOP, and let Φ ⊆ p denote the subset of polynomials that are eval-
uated by the verifier via the random oracle H. If the witness of ΠFS is fully
encoded within Φ, then ΠFS admits a witness-recovering attack with auxiliary
input (Definition 3.5) in the standard resettable setting.

Proof. Figure 5 outlines the adversary’s strategy. The adversary conducts n ses-
sions, each comprising k+1 resetting sub-sessions using the same randomness ri.
The adversary first queriesOP on k known auxiliary pairs {(x1,w1), . . . , (xk,wk)},
then queries IP on the target statement xk+1 (provided by the challenger), re-
sulting in η = n · (k + 1) total queries.

Assume each session yields a single polynomial evaluation: the prover com-
putes oracle polynomial Φ at point z, returning Φ(z). The polynomial decom-
poses as:

Φ(X) = Φ̂(X) + r(X)
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Input: Let A be a resetting adversary with auxiliary statement-witness
pairs aux = {(x1,w1), . . . , (xk,wk)} and public parameters pp, where
(xj ,wj) ∈ R for all j ∈ [k]. Let xk+1 be the target statement, which
is provided to A by the challenger as per Definition 3.5.

Output: Witness wk+1 such that (xk+1,wk+1) ∈ R.

Attack Procedure:

1. For i ∈ [n]:
(a) For j ∈ [k]:

• Query OP with (xj ,wj , l = i, I = [ℓ])
• Receive πi,j ← P(pp, xj ,wj ; ri) containing evaluation
Φi,j(zi,j)

(b) Solve for ri(X) using evaluations {Φi,1(zi,1), . . . , Φi,k(zi,k)}
(c) Query IP with (l = i, I = [ℓ])
(d) Receive πi,k+1 ← P(pp, xk+1,wk+1; ri) containing evaluation

Φi,k+1(zi,k+1)
2. Solve for wk+1 using evaluations {Φ1,k+1(z1,k+1), . . . , Φn,k+1(zn,k+1)}

and recovered {r1(X), . . . , rn(X)}
3. Return wk+1

Fig. 5: Resetting attack against PIOP with auxiliary input

where Φ̂(X) (the witness-carrying polynomial) is derived from (pp, x,w) and
r(X) (the randomness-carrying polynomial) is derived from (pp; r).

Within each session i ∈ [n], the randomness ri remains fixed across all k + 1
sub-sessions due to resetting queries with I = [ℓ]. Thus:

∀j ∈ [k + 1], ri,j(X) = ri(X)

Moreover, for each fixed j ∈ [k+1], the same statement-witness pair (xj ,wj)
is used across all sessions i ∈ [n], giving:

∀i ∈ [n], Φ̂i,j(X) = Φ̂j(X)

The oracle polynomial in session i, sub-session j is therefore:

Φi,j(X) = Φ̂j(X) + ri(X)

Crucially, for any two distinct sessions i ̸= i′, we have ri(X) ̸= ri′(X) with
overwhelming probability, as the randomness polynomials ri are sampled inde-
pendently. Similarly, for j ̸= j′, the witness-carrying polynomials Φ̂j(X) and
Φ̂j′(X) differ whenever the pairs (xj ,wj) ̸= (xj′ ,wj′). Therefore, the oracle poly-
nomials Φi,j(X) are pairwise distinct across different (i, j) indices. Since evalua-
tion point zi,j is derived via random oracle from the transcript (which includes
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Φi,j), distinct polynomials yield distinct evaluation points with overwhelming
probability. This gives the fundamental equation:

∀i ∈ [n], j ∈ [k + 1], Φi,j(zi,j) = Φ̂j(zi,j) + ri(zi,j)

The attack proceeds in two phases:

1. Recovering Randomness Polynomials via Auxiliary Inputs: For each
session i ∈ [n] and auxiliary input j ∈ [k], the adversary receives evaluation
Φi,j(zi,j) and computes the witness-carrying evaluation Φ̂j(zi,j) using the
known witness wj . The adversary then computes:

∀i ∈ [n], j ∈ [k], ri(zi,j) = Φi,j(zi,j)− Φ̂j(zi,j)

This provides k distinct evaluations of each randomness polynomial ri(X).
When k ≥ deg(ri(X)) + 1, the adversary can uniquely interpolate the poly-
nomial ri(X). This is sufficient because the subsequent step only requires
evaluating ri(X) at the point zi,k+1.

2. Recovering Witness via Recovered Randomness: Using the interpo-
lated polynomials ri(X) and the received evaluations Φi,k+1(zi,k+1), the ad-
versary computes:

∀i ∈ [n], Φ̂k+1(zi,k+1) = Φi,k+1(zi,k+1)− ri(zi,k+1)

This yields n evaluations of the witness-carrying polynomial Φ̂k+1(X). Since
Φ̂k+1(X) is constructed from the witness vector wk+1 of length m (e.g., as
a linear combination of basis polynomials with coefficients being witness
elements), these evaluations form a system of n equations in m unknowns.
When n ≥ m and the equations are linearly independent, solving this system
uniquely reveals the witness wk+1.

Both degrees are polynomial in λ by PIOP efficiency, making n and k poly-
nomial in λ. The adversary makes η = n · (k + 1) = poly(λ) oracle queries and
performs efficient polynomial interpolation, completing the witness-recovering
attack.

Concrete Example with PLONK. We now demonstrate the witness-recovery at-
tack by applying it to PLONK [32], a prominent PIOP-based system. In PLONK,
the prover P takes as input an index i, a public statement x = (wt)t∈[d′], and
a private witness w = (wt)t∈[d′+1,3d]. The verifier V receives x and has oracle
access to polynomials output by the indexer I.
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During the online phase, the prover computes the public polynomial Φ̂pub(X) =∑
t∈[d′] wt · Lt(X), and the witness-carrying polynomials:

Φ̂L(X) =
∑
t∈[d]

wt · Lt(X)

Φ̂R(X) =
∑
t∈[d]

wt+d · Lt(X)

Φ̂O(X) =
∑
t∈[d]

wt+2d · Lt(X)

To ensure zero-knowledge, these witness-carrying polynomials are masked by
adding randomness-blinded vanishing polynomial terms:

ΦL(X) = Φ̂L(X) + (r0 + r1X) · ZH(X)

ΦR(X) = Φ̂R(X) + (r2 + r3X) · ZH(X)

ΦO(X) = Φ̂O(X) + (r4 + r5X) · ZH(X)

The prover sends the evaluations ΦL(z), ΦR(z), ΦO(z) to the verifier for a
random challenge z ← Qv(x; c), where c is the output of the random oracle H.

The adversary’s goal is to extract a witness w3 for a target statement x3. The
attack requires two auxiliary statement-witness pairs {(x1,w1), (x2,w2)}. Since
the witness length is n = 3d− d′, the adversary executes n sessions.

The detailed attack procedure is as follows:
Inputs: AdversaryA has public parameters pp, auxiliary inputs {(x1,w1), (x2,w2)},

and a target statement x3 (provided by the challenger).
Output: A valid witness w3 for x3.
Attack procedure:

1. For each session i ∈ [n]:
Step 1 – Query auxiliary oracles: The adversary queries OP(pp, ., ., ., .)
with (x1,w1, l = i, I = [ℓ]) and receives evaluations Φ1L(zi,1), Φ1R(zi,1), Φ1O (zi,1).
Similarly, the adversary queries OP(pp, ., ., ., .) with (x2,w2, l = i, I = [ℓ])
and receives evaluations Φ2L(zi,2), Φ2R(zi,2), Φ2O (zi,2).
Step 2 – Recover session randomness: Using the known witnesses w1

and w2, the adversary computes the unmasked values Φ̂1L(zi,1) and Φ̂2L(zi,2).
It then solves for (r0, r1) from the linear system:

r0 + r1zi,1 = ZH(zi,1)
−1 · (Φ1L(zi,1)− Φ̂1L(zi,1))

r0 + r1zi,2 = ZH(zi,2)
−1 · (Φ2L(zi,2)− Φ̂2L(zi,2))

Similarly, the adversary recovers (r2, r3) from the ΦR evaluations and (r4, r5)
from the ΦO evaluations. The full randomness vector for session i is ri =
(r0, r1, r2, r3, r4, r5).
Step 3 – Query target oracle: The adversary queries IP(pp, x3,w3, ., .)
with the reset parameters: (l = i, I = [ℓ]). The adversary receives evaluations
ΦL(zi,3), ΦR(zi,3), ΦO(zi,3).

27



Step 4 – Unmask target evaluations: Using the recovered ri, the adver-
sary computes the unmasked witness-carrying evaluations:∑

t∈[d]

wt · Lt(zi,3) = ΦL(zi,3)− (r0 + r1zi,3) · ZH(zi,3)

∑
t∈[d]

wt+d · Lt(zi,3) = ΦR(zi,3)− (r2 + r3zi,3) · ZH(zi,3)

∑
t∈[d]

wt+2d · Lt(zi,3) = ΦO(zi,3)− (r4 + r5zi,3) · ZH(zi,3)

2. After completing n = 3d − d′ sessions, the adversary has obtained n linear
equations in terms of the unknown witness variables (wt)t∈[d′+1,3d].

3. The adversary solves this linear system to recover the witness w3 = (wt)t∈[d′+1,3d].
4. Return w3.

4.2 Strong Resetting Attacks

Rewindable Black-Box Interactive Arguments Compiled with Salted
Fiat-Shamir While resetting generally does not imply rewinding due to lim-
ited control over challenges, we identify a specific setting where strong resetting
enables simulation of black-box rewinding. This occurs when rewindable inter-
active arguments are compiled using the salted Fiat-Shamir transform, where
the salt is treated as fresh prover randomness in each session while other prover
randomness remains fixed. By varying the salt, the adversary can induce dif-
ferent random oracle outputs (challenges) for identical prover states, effectively
mimicking a rewinding extractor’s capability to try multiple challenges on fixed
states.

Theorem 4.4. Let Π be an interactive argument satisfying black-box rewinding
knowledge soundness, and let ΠsFS be its non-interactive compilation via salted
Fiat-Shamir. Then ΠsFS admits a witness-recovering attack in the strong reset-
table model.

Proof. Since Π satisfies black-box rewinding knowledge soundness, there exists
an extractor E that recovers witnesses by rewinding the prover to fixed states and
querying with distinct challenges. In ΠsFS, challenges are generated by hashing
the transcript with a salt τ treated as prover randomness.

The strong resetting adversary A operates as follows: it resets the prover
to identical internal states while varying only the salt τi across sessions. This
generates different challenges for identical prover states. By collecting transcripts
for distinct salts, A obtains multiple challenge-response pairs for fixed prover
states, effectively simulating the rewinding extractor E from the original protocol.
A then invokes E on these transcripts to recover the witness. Thus, ΠsFS

admits a witness-recovering attack under strong resetting.
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Input: Strong resetting adversary A with public parameters pp and tar-
get statement x∗ (provided by the challenger as per Definition 3.4)

Output: Witness w∗ such that (x∗,w∗) ∈ R
Attack Procedure:

1. For i ∈ [η]:
(a) Query IP with (l = 1, I = [ℓ− |τi|])
(b) Receive πi ← P(pp, x∗,w∗; rI∥τi) containing evaluation Φi(zi)

2. Recover witness w∗ from evaluations {Φ1(z1), . . . , Φη(zη)}
3. Return w∗

Fig. 6: Strong resetting attack against PIOP. The query with l = 1, I = [ℓ− |τi|]
fixes the first ℓ − |τi| bits of initialized randomness r1, where this fixed part is
denoted rI . The remaining bits of r1 are replaced with the salt τi in each session.

Remark 4.5. For non-salted Fiat-Shamir, rewinding and strong resetting are gen-
erally not equivalent. However, if varying other prover randomness components
effectively functions as salting, similar vulnerabilities may arise in non-salted
compilations.

PIOP-Based Non-Interactive Arguments We now revisit the attack from
Figure 5 in the strong resettable setting. The key advantage is that the ad-
versary no longer requires auxiliary inputs. Instead, the adversary can exploit
fine-grained control over randomness by fixing the main prover randomness while
varying only the salt component.

Theorem 4.6. Let ΠsFS be a salted Fiat-Shamir non-interactive argument com-
piled from a PIOP. Let p be all polynomials sent by the prover in the underlying
PIOP, and Φ ⊆ p be the subset of polynomials queried by the verifier via random
oracle H. If the witness of ΠsFS is fully encoded within Φ, then ΠsFS admits a
witness-recovering attack in the strong resettable model.

Proof. Figure 6 outlines the attack procedure. The strong resetting adversary
A makes η queries to IP with inputs (x∗, l = 1, I = [ℓ − |τi|]). This fixes the
first ℓ − |τi| bits of the initial randomness r1; this fixed portion is denoted by
rI and remains the same across all sessions, while the remaining |τi| bits come
from a fresh salt τi for each session. Thus, the full randomness used in session i
is r(i) = rI∥τi, where rI is fixed and τi is freshly sampled.

Since (pp, x∗,w∗, rI) remain identical across all sessions, the witness-encoding
polynomials are identical:

Φ1(X) = Φ2(X) = · · · = Φη(X) = Φ(X)
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The salt τi varies freshly across sessions and, by Definition 2.5, serves as
input to the random oracle. This generates distinct evaluation points z1, . . . , zη.
The adversary collects evaluations Φ(z1), . . . , Φ(zη) of the identical polynomial
Φ(X).

Since the witness w∗ is fully encoded in Φ(X) and the witness vector has
length m = poly(λ), the adversary obtains η evaluations Φ(z1), . . . , Φ(zη) of the
same polynomial. When η ≥ m, these evaluations yield a system of η linear
equations in the m unknown witness variables. Solving this system uniquely
reveals the witness w∗. The attack requires η = poly(λ) sessions and succeeds
with overwhelming probability.

Concrete Example with PLONK. In this example, we apply the attack illustrated
in Figure 6 to the PLONK protocol [32]. The details of the polynomials in
PLONK were presented in the previous resetting attack analysis.

Unlike the standard resetting attack, the strong resetting attack does not re-
quire auxiliary inputs or nested executions. The adversary simply makes queries
with different salts to obtain distinct evaluations of the masked polynomials.
Because the evaluation points differ, this yields linearly independent equations.
If the number of equations matches the number of unknown values, the system
can be solved.

Specifically, for each masked polynomial, the unknown values consist of the
witness components of length 3d − d′ and two components of the randomness
vector rI . Therefore, the total number of sessions required is η = 3d− d′ + 2.

The attack proceeds as follows:
Inputs: The strong resetting adversary A has public parameters pp and a

target statement x∗ (provided by the challenger).
Output: A valid witness w∗ such that (x∗,w∗) ∈ R.
Attack Procedure: Adversary A aims to extract the witness w∗ corre-

sponding to the statement x∗.

1. For each i ∈ [η]:
(a) Query IP(pp, x∗,w∗, ., .) with (l = 1, I = [ℓ− |τi|]).
(b) Receive πi ← P(pp, x∗,w∗; rI∥τi) containing the following evaluations of

the masked polynomials:

ΦL(zi) =
∑
t∈[d]

wt · Lt(zi) + (r0 + r1zi) · ZH(zi)

ΦR(zi) =
∑
t∈[d]

wt+d · Lt(zi) + (r2 + r3zi) · ZH(zi)

ΦO(zi) =
∑
t∈[d]

wt+2d · Lt(zi) + (r4 + r5zi) · ZH(zi)

where the blinding coefficient vector rI = (r0, r1, r2, r3, r4, r5) remains
fixed across all sessions.
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2. For each of the masked polynomials ΦL, ΦR, and ΦO, the adversary obtains
η linearly independent equations in terms of w∗ = (wt)t∈[d′+1,3d] of length
3d − d′ and two components of the blinding vector rI . Therefore, if η =
3d − d′ + 2, the system of equations is solvable, allowing the adversary to
recover the witness w∗.

3. Return w∗.

Does the Strong Resetting Attack Work on Non-Salted Fiat-Shamir NARGs? To
explain this, consider the standard compiler introduced in [13] and [39], which
constructs a non-interactive argument system by combining a PIOP (Defini-
tion 2.6) with Polynomial Commitments (Definition A.2), as described in Sec-
tion A.3.

In this setting, the adversary can fix the randomness used in the PIOP block
(rndPIOP) across different sessions, while the randomness associated with PCOM
(rndPCOM) remains fresh and independent in each session. Consequently, when
the prover executes with fixed inputs (pp, x,w; rndPIOP) and fresh rndPCOM, the
oracle polynomials generated in the online phase of the PIOP remain identical,
while the evaluation points derived from these commitments vary across sessions.
This variation in evaluation points effectively functions as fresh random salt in
the Fiat-Shamir transform. The attack therefore proceeds similarly to the salted
Fiat-Shamir NARG scenario described previously.

We emphasize that while we have presented strong resetting attacks in the
context of salted Fiat-Shamir transforms for generality and simplicity, these
attacks also apply to non-salted settings where some randomness component
serves a salt-like function. The essential requirement is that varying this compo-
nent across sessions produces different challenges. Unlike a formal salt, however,
this randomness component need not be known to the verifier.

5 Generic Compiler for Strong Resettable NIZK

In this section, we introduce a simple and generic compiler that transforms
any zero-knowledge NARG into a strong resettable zero-knowledge NARG. The
compiler equips the prover with a short random key r ∈ {0, 1}λ for a PRF. For
each proof on an instance x with public parameters pp and witness w, the prover
derives its full-length randomness as r̃ = Fr(pp, x,w). The transformed prover
then executes the original prover algorithm with this derived randomness r̃. The
full compiler details are provided in Figure 7.

A subtlety arises because the PRF key r is part of the prover’s state and is
subject to exposure in a strong resetting attack. Standard PRF security assumes
the key remains secure without manipulation. To address this, we require a PRF
that remains secure even when the adversary can query the function on arbitrary
inputs under a key that is subject to reset attacks. We formalize this stronger
security notion in Section 5.1.
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5.1 PRF Security under Strong Resetting Key Attacks

This security notion extends related-key attacks [8] to a setting where adversaries
can partially reset keys by fixing specific bit positions from previous keys while
randomizing the rest. Unlike standard RKA that applies transformations to a
single key, our model allows reset operations across multiple key generations,
making it a distinct security notion.

We say that F is a strong resettable-key PRF if for any PPT adversary, its
advantage in the following game is negligible. The challenger picks b← {0, 1}. For
each query (x, (l, I)) from the adversary, the oracle computes k′ ← RandGen(l, I)
and returns Fk′(x) if b = 1, or G(k′, x) for a random function G if b = 0. Finally,
the adversary outputs b′ and wins with advantage

∣∣Pr[b′ = b]− 1
2

∣∣. Without reset
queries, this reduces to standard PRF security.

Definition 5.1 (Strong Resettable-key PRF). A PRF family F = {Fk :
{0, 1}∗ → {0, 1}λ}k∈{0,1}ℓ is a strong resettable-key PRF (sRK-PRF) if for all
PPT adversaries C:

AdvsRK−PRF
C,F (λ) :=

∣∣Pr [COreal(1λ) = 1
]
− Pr

[
COrand(1λ) = 1

]∣∣ ≤ negl(λ)

Where the oracles for each query (x, (l, I)) with x ∈ {0, 1}∗, l ∈ N, I ⊆ [ℓ]
operate as follows:

• Oreal: k′ ← RandGen(l, I); return Fk′(x)
• Orand: k′ ← RandGen(l, I); return G(k′, x) for random G : {0, 1}ℓ×{0, 1}∗ →
{0, 1}λ

Theorem 5.2. Let H : {0, 1}∗ → {0, 1}λ be a random oracle. Define the func-
tion family F = {Fk : {0, 1}∗ → {0, 1}λ}k∈{0,1}ℓ where Fk(x) = H(k∥x). Then
F is a sRK-PRF.

Proof. In the random oracle model, the outputs for distinct (k′, x) pairs are
independent uniform strings, making Oreal and Orand perfectly indistinguishable.
Formal proof in Section A.4.

5.2 The Compiler: From NIZK to srNIZK

The main theorem establishing the effectiveness of this compiler is as follows:

Theorem 5.3. Let Π = (G,P,V) be a NARG for a relation R. Let Π̃ =
(G̃, P̃, Ṽ) be the resulting argument system obtained from Π via the compiler
in Figure 7. If Π is a NIZK and F is a secure sRK-PRF family, then Π̃ is a
srNIZK.

Proof. Let A be a PPT strong resetting adversary with non-negligible advantage
ϵ(λ) against Π̃. We construct a sequence of hybrid experiments to bound A’s
advantage.
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Input: A NIZK Π = (G,P,V) for relation R and a sRK-PRF family
F = {Fr : {0, 1}∗ → {0, 1}λ}r∈{0,1}ℓ where ℓ = poly(λ).

Output: A compiled NIZK Π̃ = (G̃, P̃, Ṽ) defined as follows:

1. G̃(1λ): Identical to G(1λ).
2. Ṽ(pp, x, π): Identical to V(pp, x, π).
3. P̃(pp, x,w; r): On input seed r ∈ {0, 1}λ:

(a) Derive randomness: r̃ ← Fr(pp, x,w)
a

(b) Emulate original prover: π ← P(pp, x,w; r̃).
(c) Output proof π.

a This PRF evaluation can be efficiently instantiated in the random oracle
model as H(pp, x,w, r) where H : {0, 1}∗ → {0, 1}λ is a random oracle.

Fig. 7: Generic compiler for strong resettable NIZK

Hybrid H0: This is the real experiment srRealΠ̃A(1λ) where the prover uses the
compiled system.
Hybrid H1: Same as H0, but we replace the PRF Fr′(pp, x,w) with an indepen-
dent random function G(r′, pp, x,w) in all prover queries.
Hybrid H2: This is the ideal experiment srIdealΠ̃S̃,A(1

λ).

Claim. |Pr[H0 = 1]− Pr[H1 = 1]| ≤ AdvsRK−PRF
C,F (λ) for some PPT adversary C.

Proof. Construct C that answers A’s prover queries using its own oracle. If the
oracle is Fk′ , C simulates H0; if random, it simulates H1.

Claim. |Pr[H1 = 1]− Pr[H2 = 1]| ≤ AdvNIZK
B,Π (λ) for some PPT adversary B.

Proof. We construct a NIZK adversary B that distinguishes real proofs from
simulated proofs. B works as follows:

1. B receives pp from its NIZK challenger and forwards it to A.
2. B initializes an empty dictionary D := {}
3. For each prover query (x,w, l, I) from A:

(a) Compute r′ ← RandGen(l, I).
(b) Compute r̃ ← G(r′, pp, x,w).
(c) If D[r̃] exists, retrieve the stored proof π := D[r̃].
(d) Else:

i. Query B’s NIZK challenger on (x,w) to obtain π.
ii. Store D[r̃] := π.

(e) Return π to A.
4. B outputs whatever A outputs.
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If B’s challenger provides real proofs, B simulates H1; if simulated proofs, it
simulates H2.

Putting everything together:

AdvsrNIZK
A,Π̃ (λ) = |Pr[H0 = 1]− Pr[H2 = 1]|

≤ |Pr[H0 = 1]− Pr[H1 = 1]|+ |Pr[H1 = 1]− Pr[H2 = 1]|
≤ AdvsRK−PRF

C,F (λ) + AdvNIZKB,Π (λ)

≤ negl(λ)

This contradicts the assumption thatA has non-negligible advantage, completing
the proof.

5.3 Future Directions

Our compiler achieves rNIZK in the standard model and srNIZK in the random
oracle model. It also reduces constructing srNIZK in the standard model to con-
structing an sRK-PRF. We leave this as an open problem for future research. This
direction is particularly important, as constructing an sRK-PRF in the standard
model would not only standardize our compiler but also enable the construc-
tion of strong resettable public-key encryption using methods similar to those of
Yilek [59] and Paterson et al. [49].

Another attractive direction is implementing strong resetting attacks against
real-world systems—for instance, via fault injection on secure hardware or by
exploiting virtual machine snapshots in cloud environments. Such implemen-
tations would validate our threat model and uncover practical vulnerabilities
in deployed cryptographic systems. We leave experimental validation of these
attacks to future work.
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Supplementary material hereafter

A Additional Preliminaries

A.1 HVZK for PIOP

We define the notion of Ψ -honest-verifier zero-knowledge for polynomial IOPs.

Definition A.1 (Ψ-Honest-Verifier Zero-Knowledge). Let PIOP be a poly-
nomial IOP for relation Ri. let D denote the domain of honest polynomial oracle
queries. Define an auxiliary query vector χ = (χi,j)i∈[r],j∈[s(i)] denote an auxil-
iary query vector to be valid if for every i ∈ [r], j ∈ [s(i)], |χi,j | ≤ Ψ and each
query in χi,j comes from D. PIOP is statistical Ψ -honest-verifier zero-knowledge
(Ψ -HVZK), if there exists a PPT simulator S such that for any distinguisher B,
and for all valid auxiliary query vectors χ, it holds that:

Advψ-HVZK
B (λ) :=

∣∣Pr[HVZK-0B(1λ, χ) = 0
]
− Pr

[
HVZK-1B(1λ, χ) = 0

]∣∣ ≤ negl(λ)

where the games HVZK-0 and HVZK-1 are defined in Figure 8. If the operations
highlighted in orange are not executed, then we simply say PIOP satisfies HVZK.
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HVZK-0B(1λ, χ) :

1: b← BO0(1λ)

2: return b

O0(i, x,w) :

1: if (i, x,w) /∈ Ri then return ⊥
2: (view,p)← [P(i, x,w),VI(i)(x)]

3: (c1, . . . , cρ,y) := view

4: z← Qv(x; c1, . . . , cρ)

5: return (view,p(χ),p(z))

HVZK-1B(1λ, χ) :

1: b← BO1(1λ)
2: return b

O1(i, x,w) :

1: if (i, x,w) /∈ Ri then return ⊥
2: (view,p)← S(i, x)
3: (c1, . . . , cρ,y) := view
4: z← Qv(x; c1, . . . , cρ)
5: if ∃pr,t ∈ p,deg(pr,t) > d(|i|)
then return ⊥
6: return (view,p(χ),p(z))

Fig. 8: HVZK games for PIOP

A.2 Polynomial Commitments

Definition A.2 (Polynomial Commitment Scheme). A polynomial com-
mitment scheme denoted by PCOM is a tuple of algorithms (KGen,Com,Eval,Check):

1. ck ← KGen(1λ, D): It takes as input the security parameter λ and the max-
imum degree bound D and generates commitment key ck as output. We as-
sume ck to include a description of the finite field F.

2. C ← Com(ck, f ; r): It takes as input ck, the polynomial f ∈ FD[X], and using
randomness r, outputs a commitment C. In case the commitment scheme is
deterministic, then r =⊥.

3. π ← Eval(ck, C, z, f ; r): It takes as input ck, the commitment c, evaluation
point z ∈ F, the polynomial f , and outputs a non-interactive proof of evalu-
ation π. The randomness r must equal the one previously used in Com.

4. b ← Check(ck, C, z, y, π): It takes as input the statement (ck, C, z, y), where
y ∈ F is a claimed polynomial evaluation, and the proof of evaluation π, and
outputs a bit b.

Typically, PCOM should satisfy correctness, extractability, and hiding. For
formal definitions, we refer to, e.g., [18,37]. Additionally, milder properties such
as weak hiding and weak evaluation binding are discussed in [39].

A.3 Compiling Polynomial IOPs

The compiler takes following building blocks as input:

• PIOP= (I,P,V)
• PCOM= (KGen, SCom,Eval,Check)
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It then outputs iNARG ΠH = (G, I,P,V) described in Figure 9.
At a high level, the outer proverr P internally runs a PIOP prover P in

order to obtain polynomials and then commit to them using the polynomial
commitment scheme. By hashing the transcript obtained up to the i-th round,
P obtains PIOP challenge ci, which is fed to P to advance to the next round.
When the PIOP prover terminates, P runs a PIOP query algorithm to sample
query points z and evaluates the polynomial oracles at these points. Finally, P
produces evaluation proofs to guarantee that polynomial evaluations are done
correctly with respect to commitments produced in earlier rounds.

A.4 Proof of Theorem 5.2

Let C be any PPT adversary in the sRKA security game, making at most q =
poly(λ) queries to its oracle. We must prove that:

AdvsRK−PRF
C,F (λ) :=

∣∣Pr [COreal(1λ) = 1
]
− Pr

[
COrand(1λ) = 1

]∣∣ ≤ negl(λ)

Following the Definition 5.1, the oracles are defined as:

• Oreal(x, l, I): k′ ← RandGen(l, I); Return H(k′∥x)
• Orand(x, l, I): k′ ← RandGen(l, I); Return G(k′, x).

We define one hybrid H that on query (x, l, I) operates as:

1. Maintain table T
2. k′ ← RandGen(l, I)

3. If T [k′][x] is undefined, sample T [k′][x]
$← {0, 1}λ

4. Return T [k′][x]

We now analyze the relationships between these experiments:

Claim. H perfectly simulates Oreal.

Proof. In the random oracle model, H is implemented via lazy sampling. Define
the random oracle implementation that maintains a table TH and on input s

returns TH[s] if defined, else samples TH[s]
$← {0, 1}λ. If we set T [k′][x] = TH[k

′∥x]
for all (k′, x), then H behaves identically to Oreal. Both initialize RandGen with
independent uniform keys, and both use the same lazy sampling process for
generating outputs.

Claim. H perfectly simulates Orand.

Proof. The ideal oracle Orand maintains independent random functions Gk′ for
each key k′. This is implemented by maintaining a table Trand where for each
new (k′, x), we sample Trand[k

′][x]
$← {0, 1}λ. If we set T [k′][x] = Trand[k

′][x] for
all (k′, x), then H behaves identically to Orand. Both initialize RandGen with
independent uniform keys, and both use the same process of assigning fresh
random values to new (k′, x) pairs.

Since the hybrid experiment perfectly simulates both the real and random
worlds, the adversary’s advantage is zero.
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• G(1λ)
1. Let D = max

d(|i|)
(i,·,·)∈Rλ

.
2. Run ck← PCOM.KGen(1λ, D) and output srs := ck.

• I(i, srs)
1. Compute (p0,1, . . . , p0,s(0)) ← PIOP.I(i) where each polynomial

p0,t, for t ∈ [s(0)] is of degree at most d(|i|).
2. For t ∈ [s(r)] : Compute C0,t ← PCOM.Com(ck, p0,t;⊥) with

empty randomness.
3. Set ipk := (i, srs, (C0,1, . . . , C0,s(0)), (p0,1, . . . , p0,s(0))), and ivk :=

(i, srs, (C0,1, . . . , C0,s(0)).
• PH(ipk, x,w)

1. Initialize round r := 1, transcript π := ∅ , polynomials p := ∅,
evaluation proofs πPCOM := ∅ , initial state stp := (i, x,w).

2. Online phase: While r ≤ ρ,
(a) Compute (pr,1, . . . , pr,s(r), stp)← PIOP.P(stp; rndPIOP).
(b) For t ∈ [s(r)]: Compute Cr,t ← PCOM.Com(ck, pr,t; rndPCOM).
(c) Update π := π∥(Cr,1, . . . , Cr,s(r)), p := p∥(pr,1, . . . , pr,s(r)).
(d) Derive challenge cr ← H(srs, i, x, π).
(e) Update π := π||cr , and r := r + 1.

3. Query phase: if r > ρ,
(a) Compute z← PIOP.Qv(x; c1, . . . , cρ)
(b) For each r ∈ [0, ρ], t ∈ [s(r)], u ∈ [s(r, t)]: Com-

pute πr,t,u ← PCOM.Eval(ck, Cr,t, zr,t,u, pr,t; rndPCOM) and
πPCOM := πPCOM∥πr,t,u.

(c) y := p(z).
(d) Update π := π∥(y, πPCOM).

4. Output π.
• VH(ivk, x, π)

1. Initialize round r := 1.
2. Parse π := (C1,1, . . . , cρ,y, πPCOM).
3. Online phase: While r ≤ ρ,

(a) Define ar := (C1,1, . . . , Cr,s(r)).
(b) Derive challenge c′r ← H(srs, i, x, ar). If c′r ̸= cr, abort by

outputting 0.
(c) Update round r := r + 1.

4. Query phase: Compute z← Qv(x; c1, . . . , cρ).
5. Decision phase: Output 1 if PCOM.Check(ck, C, z,y, πPCOM) =

1 and Dv(x,y; c1, . . . , cρ) = 1.

Fig. 9: Compilation of PIOPs into NARGs using PCOM
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